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ADVANCED PROCESS AUTOMATION OVERVIEW 

Advanced Process Automation (APA) is NICE’s robotic and process automation platform. APA delivers both 
desktop (attended) and server-side (unattended) automations to help employees be more productive. 

Version: 7.3 

 

KEY BENEFITS 

Benefits of APA: 

• Improved productivity: Robots are four to five times as fast as the average employee and can work 
around the clock, allowing more tasks to be executed at any given time 

• Higher employee satisfaction: Relieving employees of the tasks they don’t want to do leads to happier 
workers 

• Better resource utilization: Employing a robotic workforce alongside the human workforce lets you 
scale up activity quickly without having to recruit or train people 

• Increased customer satisfaction: Automation of routine processes eliminates the risk of human error 
and significantly improves SLAs, resulting in happier customers 

• Fast ROI: With improved performance, better resource utilization and less time spent fixing errors, you 
can realize a rapid return on your investment 

• Seamless Integration: Built-in integration, with other NICE and third-party workplace applications gets 
your automation project rolling smoothly 

• Automate More Processes: With our advanced OCR capabilities, you can automate processes from 
unstructured data sources, such as scanned documents 

 

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION 



 

 

 

SECRETS MANAGER INTEGRATION 

• CCM microservice connects to CyberArk installed in the customer environment 

• It is a REST API-based integration, CyberArk has exposed endpoints to fetch the credentials 

• Each RT Server installation has a single instance of CCM microservice, which connects to a CyberArk 
instance installed in the customer environment. 

CREDENTIAL RETRIEVAL 

Credential Flow: 

Part I: The setup process 

• Admin user needs to enter the appropriate mappings in the automation portal for every username and 
password stored in CyberArk 

• App ID, Safe, Folder and Object are the valid identifiers which uniquely identify a password stored in 
CyberArk 

• These identifiers are stored in the CCM database against the mapped application and the robot 

Part II: The retrieval 

• Robot requests valid credentials at runtime from CCM microservice to connect to an application 

• CCM microservice fetches the identifiers stored in the database and makes a REST call to CyberArk 
using them 

• CyberArk returns the username and password if valid identifiers are provided in the REST call 



 

 

• CCM microservice returns this username and password to the robot which in turn makes a successful 
connection to the application 

 

 

SECRETS MANAGER INSTALLATION 

Refer to the “Credential Provider Implementation Guide” for CyberArk Agentless installation and configuration. 
 

SECRETS MANAGER CONFIGURATION 

The following sections provide details on APA configuration with CyberArk Secrets Manager. 
 

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS 

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA) 
interface: 

 Log in as user allowed to manage applications (it requires Manage Users authorization) 
 In the Applications tab, click Add Application. The Add Application page appears. 
 

 

 

 Specify the following information:   

• In the Name box, specify the unique name (ID) of the application. The recommended Application ID 

for this integration is: NiceAPA 

• In the Description box, specify a short description of the application that will help you identify it.  

• In the Business owner section, specify contact information about the application’s business owner.  



 

 

• In the Location box, specify the location of the application in the Vault hierarchy. If a location is not 
selected, the application will be added in the same location as the user who is creating this 
application. 

 

  Click Add. The application is added and is displayed in the Application Details page.   
 

  

 
 

 Check the Allowing extended authentication restrictions box. This enables you to specify an unlimited 
number of machines and Windows domain OS users for a single application.   

 Specify the application’s Authentication details. This information enables the Credential Provider to 
check certain application characteristics before retrieving the application password.  

 In the Authentication tab, click Add. A drop-down list of authentication characteristics is displayed. 

 Select the authentication characteristic to specify.  

 Select OS user. The Add Operating System User Authentication window appears. 

 

 Specify the name of the OS user who will run the application, then click Add. The OS user is listed in the 
Authentication tab. 

 Specify the Certificate Serial Number. 



 

 

 

Instructions on how to get the Certificate Serial Number: 

Windows: 
Start -> certmgr.msc (Current User) -> expand Personal -> select Certificates -> double-click on certificate to 
open 
Start -> certlm.msc (Local Computer) -> expand Personal -> select Certificates -> double-click on certificate to 
open 
 
If the first two options do not work in your env: 
Start -> mmc.msc -> File; Add/Remove Snap-in -> Certificates -> Add -> OK -> you may be prompted to choose 
Local Computer or Current User -> OK 
Expand Certificates -> Personal -> Certificates -> Double-Click on a certificate to open. 
 
Once the certificate is open -> Details tab -> Serial Number is in the list of values shown 
 
Once the certificate is open 
OpenSSL 
openssl x509 -in <cert file name> -serial -noout 

 

- This is the most secure way to authenticate the application for CCP 

- The following are enhanced ways of authenticating 

 

 Specify the application’s Allowed Machines. This information enables Secrets Manager to make sure 

that only applications that run from specified machines can access their passwords.   

• In the Allowed Machines tab, click Add. The Add allowed machine window is displayed.   

 

• In the Address box, specify the IP/hostname/DNS of the machine where the application will run and 
will request passwords, then click Add. The IP address is listed in the Allowed Machines tab.  

 
 

  



 

 

PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS 

For the application to perform its functionality or tasks, the application must have access to particular existing 
accounts, or new accounts to be provisioned in CyberArk Vault.  

In the Password Safe, provision the privileged accounts that will be required by the application. You can do this 

in either of the following ways:   

• Manually – Add accounts manually one at a time, and specify all the account details.   

• Automatically – Add multiple accounts automatically using the Password Upload feature.  

 For this step, you require the Add accounts authorization in the Password Safe.  

For more information about adding and managing privileged accounts, refer to the Privileged Access Security 
Implementation Guide. 

 

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and 
CyberArk Application Password Providers serving the Application. 

Add the provider user (where the Central Credential Provider is installed) and application users as members of 
the Password Safes where the application passwords are stored. This can either be done manually in the Safes 
tab, or by specifying the Safe names in the CSV file for adding multiple applications. 

 Add the Provider user as a Safe Member with the following authorizations: 

• List accounts 

• Retrieve accounts 

• View Safe Members 

Note: When installing multiple Providers for this integration, it is recommended to create a group for 
them, and add the group to the Safe once with the above authorization. 



 

 

 
 

 Add the application (the APPID) as a Safe Member with the following authorizations: 

• Retrieve accounts 



 

 

 

 

 If the Safe is configured for object level access, make sure that both the provider user and the 
application have access to the password(s) to retrieve. 

For more information about configuring Safe Members, refer to the Privileged Access Security Implementation 
Guide. 

 

 

NICE APA INSTALLATION & INTEGRATION CONFIGURATION 

Refer to NICE for APA installation. 
 

1. In the configuration settings present in the APA, enable the CyberArk integration by making the 

flag as true. 

2. Provide the correct CyberArk hostname, URL and port to establish a successful connection. 
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Common use cases: 
 

1. Robot requesting for Application credentials 
a. The Robot requests APA Server for credentials for a specific Application (Eg: SAP). 
b. The APA Server returns credentials to the robot for the specific application. 

 
2. Agents need to open applications using specific credentials 

a. The Desktop client requests APA Server for credentials for a specific 
Application (Eg: SAP). 

b. The APS Server returns credentials to the Desktop Client for requested application. 
 

 
  



 

12 
 

PARTNER CONTACT INFO 

 

Business Contact 

Name Itay Reiner 

Email Itay.Reiner@nice.com 

Tel +972 (9) 775-3352 

Technical Contact 

Name Krishna Nimmagadda 

Email Krishna.nimmagadda@nice.com 

Tel +91 20 4291 4029 

Support Contact 

Name Krishna Nimmagadda 

Email Krishna.nimmagadda@nice.com 

Tel +91 20 4291 4029 
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